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Disclaimer

• The mention of commercial products, their sources, or their use in connection with material 
reported herein is not to be construed as either an actual or implied endorsement of such products 
by the Department of Health and Human Services. 

• This presentation reflects the views of the author and should not be construed to represent FDA’s 
views or policies.



Who am I?

Senior Electrical/Biomedical Engineer

Division of Biomedical Physics

Office of Science and Engineering Laboratories

Center For Devices and Radiological Health

US Food and Drug Administration

10903 New Hampshire Ave

Silver Spring, MD 20993

sandy.weininger@fda.hhs.gov

Presenter Notes
Presentation Notes
I’m not a policy person at FDA.  I belong to a group of software/hardware engineers who review premarket submissions, participate in quality system inspections, and analyze/investigate medical device problems involving software design and performance. I have a technical focus, not a regulatory focus.[This information is provided for the student’s future reference.]
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Systems engineering

Regulating medical devices Systems Engineering

Presenter Notes
Presentation Notes
The IEC standards (and other safety standards) are built upon systems engineering principles. But what is “systems engineering?” As defined by Incose (International Council on Systems Engineering): Systems Engineering is an interdisciplinary approach and means to enable the realization of successful systems. It focuses on defining customer needs and required functionality early in the development cycle, documenting requirements, then proceeding with design synthesis and system validation while considering the complete problem. Systems Engineering integrates all the disciplines and specialty groups into a team effort forming a structured development process that proceeds from concept to production to operation. Systems Engineering considers both the business and the technical needs of all customers, with the goal of providing a quality product that meets the user needs. This process is usually comprised of the following seven tasks:State the problemInvestigate alternatives Model the systemIntegrateLaunch the systemAssess performance Re-evaluate These functions can be summarized with the acronym: SIMILAR (State, Investigate, Model, Integrate, Launch, Assess and Re-evaluate) It is important to note that the Systems Engineering Process is not sequential – activities can occur in parallel and may loop back as needed. (http://www.incose.org/AboutSE/WhatIsSE) Design Process & Systems EngineeringSystems engineering for the purposes of this chapter give us two principles: 1) Complex systems need to be devolved into smaller units that humans can reason about2) This decomposition and its companion, integration; need to occur in an organized and planned manner to prevent chaos and assure quality. These two principles can be visualized as a capital “V” (fittingly referred to as the “V” model). Note that the decomposition starts with the user needs (see: quality above) and proceeds down the “V” on the left side (the decomposition side), where functional specifications are identified and allocated to the components. The component or subsystems or modules are designed, how these modules integrate are specified [ref]. On the upside of the “V” (the composition side) is where the components are integrated with the other system components, constantly referring to the specifications that were established on the decomposition side; assuring that the design and integration are going as planned. Finally, user testing is performed to make sure the device performs as specified (verification) and does what the user wants (validation). Note that not all the user’s requirements can be met due to many factors (e.g. cost, time, resource constraints, needs of the market, ability.



Interoperability roles/responsibilities
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Presenter Notes
Presentation Notes
With who do you want to be interoperable – that helps define what we mean by interoperabilityResponsible parties (from IEC, ISO) – hospitals, cliniciansManufacturersInfrastructure providers (e.g. telecommunications companies)



Physical and Virtual Assets and Their Interaction

What is the physical asset? What is the virtual asset? 
What is the system?
 what are the actors, interactions, and system boundaries
What intended use are you claiming?
 What information is passed between the physical and virtual assets in 
real time?
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Levels of Interoperability - Turnista
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Turnitsa, C.D. (2005). Extending the Levels of Conceptual Interoperability Model. Proceedings IEEE 
Summer Computer Simulation Conference, IEEE CS Press

Presenter Notes
Presentation Notes
Want to be able to construct safe composable systems from components.
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What is the System?

Presenter Notes
Presentation Notes
An interoperating Pulse-Oximeter Sensor and Monitor compose a single system - But depending on one’s point-of-view,  there are at least 10 different definitions of what that  “system” really is. Each view is valid. And every one of these different systems must be safe.Have to have an understanding of system boundaries so that we can reason about the risk; need to know what information is being shared and by whomLots of history of methods to communicate and control: VME, Can Buses, IEEE 1073 (MIB – Andover working group) – lots of different technologies --- how does one pick
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Presenter Notes
Presentation Notes
LayersBoundariesSTPA



Higher Level 
Diagram

Kim Fowler, Oct 2013 10

Template configuration for a higher-level system view 
for use in STPA, modified Fig. 8.8 from Leveson. (©2011 
by Nancy G. Leveson. All rights reserved. Used with 
permission.) 
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Highest Level 
Diagram

Kim Fowler, Oct 2013 11

Fig. 4.4 from Leveson. (©2011 by Nancy 
G. Leveson. All rights reserved. Used with 
permission.) 
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Presenter Notes
Presentation Notes
Conceptual interoperabilityIt takes a village, and the village needs to have a common understanding of what we are trying to achieve



Medical Device (Pulse Oximeter) 
Safety Standards

ISO 13485 – 
Quality 
Systems
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Risk 

Management

ISO 80601-2-
61 Safety of 

Pulse 
Oximeters
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and 
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Standards – establish a minimum 
internationally accepted safety floor 
by providing consensus objective 
test methods and acceptance 
criteria

ISO 13485:2016 Medical devices — Quality management 
systems — Requirements for regulatory purposes
ISO 14971:2007 Medical devices — Application of risk 
management to medical devices
IEC 60601-1:2005+AMD1:2012+AMD2:2020 — Medical 
electrical equipment - Part 1: General requirements for 
basic safety and essential performance

Process for Design and Development

Process for 
Identification of 
unsafe situations

Safety requirements – e.g. 
electrical, thermal, 
mechanical, 
biocompatibility

Specific Safety and 
performance requirements 
for pulse oximeters

Presenter Notes
Presentation Notes
What does it mean to be safe? It means that the relevant hazardous situations have been identified and risk control measure built into the device. This happens most effectively when one has a structured design and development process in place, and then makes good decisions within that process. ISO 13485 establishes the process for design and development of medical devices. It works in concert with ISO 14971, which provides the process for identifying and assigning risk to hazardous situations. These standards establish the “how to” for design, but not the “how good” should the design be.The “how good” comes from IEC 60601-1, the General Standard for Safety of electromedical devices, which provides answers in terms of safety requirements, test methods, and acceptance criteria.ISO 80601-2-61, our pulse oximeter standard, inherits these processes and requirements and customizes them for pulse oximeters. In general, International standard are intended to promote a minimum level of safety and performance that is accepted by regulators around the world. The standard is development with the intent of harmonizing with these local requirements, as has been done with FDA’s guidance document. Let’s look at what the standard covers(next slide)
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Questions 

Contact me  
Email: sandy.Weininger@fda.hhs.gov
Lab: FDA/CDRH/OSEL/DBP (Division of Biomedical Physics)
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