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Interoperability roles/responsibilities

3

ENTERPRISE ENTERPRISE

Hospital

•Blood pressure
•Fluids

•CT
•MRI

•Patient 
record

•Heart rate

Acute Patient Care

Sc
op

e

Home

Other venues
…



Physical and Virtual Assets and Their Interaction

What is the physical asset? What is the virtual asset? 
What is the system?
 what are the actors, interactions, and system boundaries
What intended use are you claiming?
 What information is passed between the physical and virtual assets in 
real time?
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Levels of Interoperability - Turnista
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Turnitsa, C.D. (2005). Extending the Levels of Conceptual Interoperability Model. Proceedings IEEE 
Summer Computer Simulation Conference, IEEE CS Press
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1: Monitor Instantiation in the hospital
2: Monitor MDMs Scope of Labeling, Marketing Claims, User 
Manuals, and Intended Use
3: Monitor MDM’s system for the scope of hazard and risk 
analysis8: 
4: SpO2 Device instantiation in the hospital

5: Spo2 MDM’s  scope for Labeling, Marketing Claims, User Manuals, and Intended Use
6: Spo2 MDM’s scope for hazard and risk analysis
7 : SDO scope of delivered standard
8: SDO’s scope for hazard and risk analysis for the standard
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10: Hospital's cope of hazard and risk analysis, quality assurance, and non-FDA regulatory compliance

What is the System?
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Higher Level 
Diagram

Kim Fowler, Oct 2013 8

Template configuration for a higher-level system view 
for use in STPA, modified Fig. 8.8 from Leveson. (©2011 
by Nancy G. Leveson. All rights reserved. Used with 
permission.) 
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Highest Level 
Diagram
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Fig. 4.4 from Leveson. (©2011 by Nancy 
G. Leveson. All rights reserved. Used with 
permission.) 
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Medical Device (Pulse Oximeter) 
Safety Standards

ISO 13485 – 
Quality 
Systems

ISO 14971 – 
Risk 

Management

ISO 80601-2-
61 Safety of 

Pulse 
Oximeters

IEC 60601-1 
and 

Collaterals

Standards – establish a minimum 
internationally accepted safety floor 
by providing consensus objective 
test methods and acceptance 
criteria

ISO 13485:2016 Medical devices — Quality management 
systems — Requirements for regulatory purposes
ISO 14971:2007 Medical devices — Application of risk 
management to medical devices
IEC 60601-1:2005+AMD1:2012+AMD2:2020 — Medical 
electrical equipment - Part 1: General requirements for 
basic safety and essential performance

Process for Design and Development

Process for 
Identification of 
unsafe situations

Safety requirements – e.g. 
electrical, thermal, 
mechanical, 
biocompatibility

Specific Safety and 
performance requirements 
for pulse oximeters
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Questions 

Contact me  
Email: sandy.Weininger@fda.hhs.gov
Lab: FDA/CDRH/OSEL/DBP (Division of Biomedical Physics)
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